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H
igh-value e-commerce is projected
to shift rapidly from proprietary
electronic data interchange (EDI)
technology and paper-based trans-

actions, towards the internet and open
digital signature-based solutions. Unlike
consumer electronic commerce (which
is quickly moving into the mainstream)
high-value e-commerce for very diverse
applications (such as supply-chain man-
agement, trade finance, loan processing,
healthcare delivery, and information ac-
cess) is typically conducted by large cor-
porations. These organisations will ex-
change information either over proprie-
tary networks using EDI formats, or
using paper-based mechanisms. But
now a new market shift is underway
where enterprises are moving away
from proprietary EDI technology and
paper, towards a more open internet in-
frastructure.

Considering that current EDI systems
support procurement efficiencies, en-
able savings by automating tasks and in-
crease visibility of information among
vendors — while providing stronger
links to customers, partners, and suppli-
ers — why the dramatic change?

The reality is that the scope of EDI has
always been limited intentionally to en-
sure controlled activity within a closed
environment. However, as a result of
heavy overheads associated with the EDI
infrastructure, many small, medium and
even large businesses have been shut
out. In direct contrast, an open internet
infrastructure opens doors to an ex-
panded supply chain, while at the same
time enabling lower operational costs
and enhanced procurement efficiencies.

New challenges
But the extranet environment also

poses new challenges. By far the most
important is the need to protect the
high-value transactions typical of B2B.
These high-value transactions require
much greater security and management
than most online consumer transactions.
Consider a typical consumer e-com-
merce transaction. Is it a book from ama-
zon.com for US$21.99 (€25) or higher-
value purchases like an airline ticket or a
personal computer? One way or anoth-
er, the average transaction will likely fall
below the US$1,000 (€1,077) mark. But
with mission-critical applications like
electronic bill payment, insurance policy
management and claims processing — in
addition to regulatory compliance and
supply chain management being con-
ducted over extranets — a B2B transac-
tion is routinely in the thousands, mil-
lions, or even hundreds of millions of
dollars. Moreover, while a credit card
maximum liability cap of a US$50 (€54)
protects consumers engaging in e-com-
merce, there are no such guarantees in
place for B2B e-commerce.

With so much money at stake, failure
to provide robust protection can prove
massively expensive. Financial repercus-
sions can be astronomical, legal entan-
glements limitless, and the effect on
business partners incalculable.

Let’s look at some hypothetical com-
panies which could run into some very
real difficulties if B2B e-commerce is not
legally binding. Take, for example, an in-
surance company which transfers confi-
dential medical information to an associ-
ated medical facility. An unauthorised

medical facility staff member receives the
communication and then for malicious or
monetary reasons, threatens to release
subscriber information to employers and
other interested parties. The authorisa-
tion breach occurs within the confines of
the medical facility, but the insurance
company is accused of liability. How
many thousands of lives could be affect-
ed in this single incomplete transaction?
How many lost customers? What price in
customer confidence and reputation?
And how many ensuing legal battles?

Let’s also imagine that a high-tech
manufacturer based in Europe accepts a
contract from a supplier in the US. It
then [MH1]begins to market and manu-
facture its product. But when the re-
quired parts fail to appear on time, the
supplier disavows the contractual agree-
ment. This is because communication
occurred online and the necessary evi-
dence is unavailable. The company has
no legal recourse. Meanwhile, the major
customers are lost and the after-effects
ripple throughout the company’s supply
chain.

And finally, what about a company
who accepts a contract from a supplier
internationally and supplies a letter of
credit, but the supplier rejects the letter
of credit because it’s communicated dig-
itally, and neither the supplier nor his
bank has the means to verify its authen-
ticity or legal validity?

Legally binding e-commerce
Such examples only serve to illustrate

that legally binding electronic com-
merce is critical to support high-value
transactions. Achieving legal-grade 

In order to achieve widespread acceptance of high-value
transactions, legally binding B2B e-commerce is critical and must

be made readily available by large corporations within the
internet arena. 
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e-commerce, however, involves several
complex issues. Some relate to security
— others to the law — while additional
issues relate to operational practices in
place for the parties engaging in the
high-value e-commerce. But to really un-
derstand what it means to be legal-grade,
it’s first important to understand the

more basic issue of how legally binding
contracts are formed between entities
transacting business.

When two parties engage in business,
they mutually agree to a set of assurances
with each other. For any transaction ex-
ceeding US$400 (€430), law requires that
the parties put their agreement in the
form of a written contract. The contract
can then be used as evidence by a court
of law or an arbitrator in resolving any
disputes between parties.

The concerns about the validity and
enforceability of a traditional contract are
similar to the concerns regarding a digital
contract (see sidebar). The question that
confronts us now is how do we put an ef-
fective means in place, which allows en-
terprises to implement a legally enforce-
able digital contract system? The com-
puter industry has, until now, focused on
creating security, encryption, and trust
technologies for concealing and signing
data transmissions, detecting network in-
trusions, and authenticating user identity
with digital certificates. But without an
effective means for businesses to put all
these technologies together, enterprises
are still unable to rely on the internet for
high-value business transactions. So if en-
terprises are to proceed with confidence
they must first address three issues.

Firstly, what security and trust tech-
nologies are needed by parties doing
business with each other to satisfactorily
meet the tests of evidence required for a
digital contract? Secondly, what business
practices must the enterprise conform to

in order to meet the tests required by the
laws of evidence? Finally, how should en-
terprises deal with the legal uncertainties
and the relative newness of digital con-
tracts? 
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A contract’s most important func-
tion in a court of law is that of being
used as evidence of an agreement be-
tween the parties conducting business.
When a court examines a contract, it
applies several tests to determine
whether or not a contract was proper-
ly formed between the parties.
Specifically, these tests include:
• authentication — is the contract an
original document? 
• signature — have the parties in-
volved signed it and can we demon-
strate that they indeed intended to sign
a  contract? 
• writing — is the contract in the
‘proper’ form that one might expect a
contract to be in? 
• validity — are the terms legal? 
• operational — were the signing par-
ties authorised to do so at the time they
did? 
• effective — is the contract ‘in force’
now? 
• record — have the parties kept a
copy of the record safely? 
• registered — if required, have they
recorded the document in a registry?

When a court examines a contract in
digital form, these tests need to be
changed appropriately:
• Authentication

Can the digital contract be truly veri-
fied as the original that the two parties
agreed to? In other words, can there be
assurance that its content is complete
and unaltered? Is there proof that the
electronic communications involved in
the business transactions actually came
from the parties that they purport to
come from?
• Signature
Can we be sure that the two parties in-
volved intended to sign the document
and indeed did so? Can we be sure that
the individual that signed had the

authority to commit his organisation to
the transaction? Did the system for ex-
change and signing of digital contracts
enable each recipient to determine
who really sent the message, and if that
individual is, in fact whom he says 
he is?
• Writing
Did both parties sign an identical ver-
sion of the contract? Is the contract in
a standard digital form? Can we be sure
that each party when signing the con-
tract submitted their signatures to the
other and was sure of delivery? Do we
have proof of the content of the trans-
action, namely the communications
that actually occurred between the par-
ties during the contract formation
process?
• Validity
If the contract called for the terms to
be confidential (as many do) then did
the system for implementing digital
contracts ensure prevention of disclo-
sure of the transaction to unauthorised
persons? 
• Operational
Is the contract properly time-stamped?
Can it be verified that the individuals
that signed digitally had the authority
to sign at the time they did? 
• Record
Can the parties demonstrate that they
both kept a copy of the contract in a
tamper-proof and secure manner? And
can they demonstrate that they took
measures to reduce the possibility of
deliberate or inadvertent alteration of
the contents of the electronic record of
the transactions? 
• Registration
If required, was the digital contract
recorded at a digital notary service? 
[MH1] Chini — “Asia” OK?  There was
nothing here to indicate where the sup-
plier was located.

It is important for the future
of high value e-commerce

that enterprises adopt open
and neutral security solutions
designed to protect all phases
of the e-transaction lifecycle.

Testing a contract
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Technology choices
To address such questions and build le-

gal-grade e-business systems, enterprises
must make important technology choic-
es, combined with the implementation of
essential operation procedures.

Certificate authority (CA) can be cho-
sen by determining the use of digital cer-

tificates for authenticating the identity of
the individuals involved in business
transactions. An example of this is the
Identrus set of banks, or certificate is-
suers, recognised as ‘licensed’ by the
state and federal governments.

Validation can be achieved by building
a set of e-business applications in such a
way that all digital certificate transactions
and digital signatures are validated in re-
al-time prior to acceptance.

Secure delivery and receipt transac-
tions, authenticated using trust infra-
structure services, must be properly ‘re-
ceived’. The recipient should formally
acknowledge error-free delivery of data
and also formally accept responsibility
for handling the transaction.

Enterprises should also build their 
e-business applications in such a way
that all business communication is ac-
knowledged with a tamper-proof digital
receipt that can be stored in long-term,
secure, and tamper-proof storage.
Enterprises should also retain records of
transactions and contracts, along with
digital certificates for pre-specified
records and retention periods. This is re-
quired by the type of transaction, and by
transaction-specific laws.

Finally, transactions seeking the ben-
efits of trust infrastructure services and
transaction documents (representing
contracts), should be in an industry
standard form (such as PDF) as much as
possible.

Operational procedures
Companies should retain and hire per-

sonnel that are familiar with security op-
eration procedures and have personal
knowledge of how a system can operate
securely, and how it actually operated
during creation or storage of a record.
Alternatively, they should outsource to a
dedicated provider of trust and security
systems, so that the sanctity of the trans-
actional system can be maintained with
minimal specialised expertise.

With regard to software quality and
trust, certain software components in a
legal-grade e-business application are
specifically geared towards providing
trust and security requirements. Such
systems, known as trust provider sys-
tems, should be supported (or pur-
chased) from vendors that support trust-
ed software engineering processes that
leave a trail of design decisions for each
stage in the manufacturing process. The
trail support proves the reliability of a
records system, which in turn supports
the claim of integrity, authenticity, and
admissibility of a record as evidence.
The functions and systems of trust
provider’s systems should be docu-
mented in a formal ‘security target’
documentation format. This supports
evaluation and certification that an im-
plementation satisfies the formalised se-
curity requirements. The target should
document the functions of the system,
and label each as either security critical
or security enforcing.

Legal grade e-business applications
or their sub-components, specifically
targeted at trust and security, should be
subject to periodic security audit. This
is according to criteria laid down either
by state licensing authorities or by mu-
tual consent of the parties. These
checks should measure the effective-
ness of the management, operational,
and technical controls of all trustwor-
thy systems.

A provider of legal-grade e-business
systems, either directly or through out-
sourced trust service provider relation-
ships, should be able to demonstrate fi-
nancial responsibility for the amount of
liability that it explicitly accepted.

In conclusion, it is important for the
future of high-value e-commerce that en-
terprises adopt open and neutral securi-
ty solutions designed to protect all phas-
es of the e-transaction lifecycle — re-
gardless of which certificate authorities,
payment vendors, or applications are
used. To protect themselves before con-
ducting a transaction, enterprises must
validate the identification credentials
presented to them. Without validation,
fraudulently obtained or revoked digital
certificates can be used to access confi-
dential information or infiltrate to the
heart of a business. In addition, enter-
prises may not be able to trust certifi-
cates from business partners and cus-
tomers that use other security systems.
Organisations must have a secure, fast,
and reliable way to send sensitive data
over the internet. Enterprises must also
be able to securely generate, exchange,
archive and reconstruct e-transactions in
an auditable manner. They should also
make electronic contracts and transac-
tions legally binding by providing all the
essential elements of non-repudiation.
Finally, as the world of commerce moves
towards a paperless environment, issues
of delivery documentation, transaction
integrity, and dispute resolution will in-
crease in frequency and importance.
Digital receipts will offer proof that an e-
transaction occurred at a specific time
and date, in accordance with govern-
ment regulation, and with proper autho-
risation, while preserving the audit trail
in a safe and secure location. This is the
necessary infrastructure, which must be
in place, securing e-transactions from
end-to-end to conduct high-value and le-
gal grade e-commerce. ▼

Alex Garcia-Tobar, vice president, interna-

tional operations, ValiCert
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There is now a new market
shift underway where

enterprises are moving away
from proprietary EDI
technology and paper, towards
a more open internet
infrastructure.
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